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ABSTRACT:Researchthastshowntthattpasswordtsecuritytpracticesttypicallytconflicttwithtgeneraltusabilitytprinciples.t

Thoughtthetchallengestfacedtbytlow- 
literacytuserstwhentcreatingtandtmanagingtpasswordstaretlikelyttotextendtbeyondtthosetexperiencedtbytthetgeneraltpu
blic,tlittletresearchthastbeentdonettotexploretpasswordtusabilitytintthistat-risktgroup.tThistsurveytoft20tlow-

literacytparticipantstaimsttotexaminetpasswordtbehaviorstwithintthistpopulation,tincludingtpasswordtcreation,trecalltst
rategies,tandtperceptionstoftpasswordtstrengthtandtsecurity.tIttexpandstontthetworktoftChisnelltandtNewbyt(2015)tbas

edtontatnationwidetsurveytexploringtpasswordtuse,tpasswordtcreationtstrategies,tandtperceptionstregardingtpasswordts
ecurity.tThus,tthiststudytallowstfortcomparisontbetweentpasswordtusetandtperceptionstamongtthetbroadertpopulationta
ndtthosetoftuserstwithtlowtliteracytskills.tThesetresultstprovidetimportanttinsightstintotpatternstoftusetandtmentaltmod

elstoftpasswordtrequirementstandtpasswordtsecuritytamongtlow-
literacytusers.tKeywordstPasswordtsecurity,tusability,tlowtliteracyt 
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I. INTRODUCTION 

Fortyears,tresearchthastshowntthattpasswordtsecuritytpracticeststronglytconflicttwithtgeneraltusabilitytprinciples.tOfte

n,tsecuritytmeasurestsuchtastpasswordtcompositiontpoliciestseekttotincreasetatuser’stpasswordtstrengthtwithouttconsid
eringtthetgoalstortcognitivetabilitytoftthetusert(Weiricht&tSasse,t2001).tWorkingtmemorytlimitations,tmemorytdecayt
duettotinfrequenttuse,tandtdifficultytrecallingtnon-

meaningfultpasswordstalltmaketthetprocesstoftcreatingtandtrecallingtpasswordstatsignificanttcognitivetburden.tThistpr
ocesstistmadeteventmoretdifficulttbytthetproliferationtoftpasswordstintdailytlife,tfromtbanktpinsttotdevicetpasswordsta

ndtaccounttcredentials.tIntorderttotmeettthetcognitivetdemandstoftpasswordtuse,tindividualstoftentrelytontstrategiestth
attincreasetpasswordtmemorabilitytattthetcosttoftreducingtpasswordtstrengthtandtsecurity.tThesetstrategiestweretrecent
lytexploredtbytatnationaltsurveytfundedtbytthetNationaltInstitutetoftStandardstandtTechnologytaskingt300trespondents

ttotdescribettheirtpasswordtuse,ttheirtstrategiestfortcreatingtpasswords,tandttheirtperceptionstregardingtpasswordtsecur
ityt(Chisnellt&tNewby,t2015).tThetchallengestrelatingttotpasswordtusabilitytweighteventmoretheavilytontthetnearlyth

alftoftthetU.S.tpopulationtthattreadstattBasictortBelowtBasictlevelstastmeasuredtbytthetNationaltAdulttLiteracytSurve
yt(Kutner,t2007).tLimitedtvocabulary,tlowtcomputertliteracy,tandtdifficultyttypingtandtspellingtalreadytputtsuchtuserst

attatdisadvantagetwhentusingtthetwebt(Zarcadoolas,tBlanco,tBoyer,t&tPleasant,t2002).tInternettuserstwithtlowtliteracy
tskillstfacetchallengestintnavigating,tsearching,tandtreadingtinformationtonlinet(Birrutettal.,t2004;tBirrut&tSteinman,t
2004;tKodagodat&tWong,t2008;tSummerst&tSummers,t2005).tTheytfacetparticulartdifficultiestintnavigatingtformston

line—
includingtchallengestintcreatingtusernamestandtpasswordst(Summerstettal.,t2006).tFortthesetinternettusers,tthetstraintc

ausedtbytpasswordtusabilitytissuestaddsttottheirtexistingtcognitivetburden.tDespitetthistincreasedtchallenge,tlittletresea
rchthastbeentdonettotexploretpasswordtusabilitytintthistat-
risktgroup.tThetcurrenttsurveytoft20tlowtliteracytparticipantstaimsttotexaminetpasswordtbehaviorstwithintthistpopulati

on,tincludingtpasswordtcreation,trecalltstrategies,tandtperceptionstoftpasswordtstrengthtandtsecurity.tIttexpandstontthe
tworktoftChisnelltandtNewby,tallowingtfortsometcomparisontbetweentthetpasswordtcreationtstrategiestandtperception

staroundtpasswordtsecuritytacrosstthetbroadertpopulationtandtthosetwithtlowtliteracytskills. 
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1.1UsertIDtandtPasswordt 

tFirst,tuserstareteithertassignedtantIDtortaretgiventthetchancettotcreatetone.tOncetthetIDthastbeentcreated,tthetusertcho
osestatpassword.tThetpasswordtshouldtbetsecrettandtsharedtonlytbetweentthetusertandtthetinformationtsystemstortcom

puter.tUserstshouldtnottdisclosettheirtpasswordstortwritetthemtdown. 

t1.2tLog-ont 

tDuringtthetlogintprocess,tuserstmusttentertbothttheirtusertIDstandtpasswords.tThetsystemtthentprocessestandtcompare
stthetIDtandtpasswordtwithtwhattiststoredtintthetdatabase.tIftthetusertIDtandtpasswordtmatch,tthetusertwilltbetgrantedt

accessttotthetsystem.tIftthetusertIDtandtpasswordtdotnottmatch,tthetusertwilltnottbetallowedtaccess.tManytinformation
tsystemstsuspendtatusertaccounttaftertthreettotfivetunsuccessfultlogintattempts.tThetuserstmusttthentvisittatsystemtad
ministratorttotresettthetpassword.tSincet1970,tinsteadtoftstoringtalltpasswordstintatfile,tpasswordsthavetbeentstoredtint

atcryptographicthasht(Schneier,t2000).tWhentthetuserttypesthertpasswordtintotatcomputer,twebsite,tortsoftwaretapplic
ation,tthetsoftwaretcalculatestthethashtoftthetpasswordtandtcomparestittwithtthethashtstoredtintthetfilet(Schneier,t2000

).tIfttheytmatch,tthetusertistallowedtint(Schneier,t2000).tHowever,tiftatcrackerthastacquiredtatcopytoftthethashedtpass
wordtfile,tthetcrackertcantusetatdictionaryttotcomputetthethashtofteverytwordtintthetdictionaryt(Schneier,t2000).tIftthe
thashtwordtmatchestatpasswordtentry,tthentthetcrackertobtainstatpasswordt(Schneier,t2000).tIftatcrackerthasttriedtalltt

hetwordstintatdictionarytandtremainstunsuccessful,thetortshetwillttrytreversingtdictionarytwords,tcapitalizingtletters,tet
c.t(Schneier,t2000).tFinallytatcrackertwillttrytalltcharactertcombinationst(Schneier,t2000) 

1.3tPasswordtStandardst 

ThetfollowingtsectionstdescribetthetcharacteristicstoftstrongtandtweaktpasswordstaccordingttotthetSanstInstitutetPass

wordtPolicyt(Sans.org,t2013).tCharacteristicstoftWeaktPasswordst(Sans.org,t2013)t1.tThetpasswordthastlesstthantfifte
entcharacters.t2.tThetpasswordtistatwordtthattcantbetfoundtintatdictionaryt(Englishtortforeign).t3.tThetpasswordtistant

ordinarytwordtsuchtasta.tNamestoftfamily,tpets,tfriends,tco-
workers,tfantasytcharacters,tetc.tb.tComputerttermstortnames,tcommands,tsites,tcompanies,thardware,tsoftware.tc.tThe
twordst"",t"sanjose",t"sanfran"tortanytsimilartderivation.td.tBirthdaystandtothertpersonaltinformationtsuchtastaddresse

standtphonetnumbers.te.tWordtortnumbertpatternstsuchtastaaabbb,tqwerty,tzyxwvuts,t123321,tetc.tf.tAnytoftthetabove
tspelledtbackwards.tg.tAnytoftthetabovetprecededtortfollowedtbytatdigitt(e.g.,tsecret1,t1secret) 

1.4tAtStrongtPasswordsthastthetFollowingtCharacteristicst(Sans.org,t2013):t 

1.tContainstbothtuppertandtlowertcasetcharacterst(e.g.,ta-z,tA-

Z)t2.tContainstnumberstandtsymbolstastwelltastletters,tfortexample,t0-
9,!@#$%^&*()_+|~t=\‘{}[]:";’<>?,./)t3.tContainstattleasttfifteentalphanumerictcharacters.t4.tIstnottatwordtintanytlang

uage,tslang,tdialect,tjargon,tetc.t5.tIstnottbasedtontpersonal,tmeaningfultinformationtsuchtastnamestoftfamily,ttelephon
etnumber,tSSN,tetc.t6.tIstnevertbetwrittentdowntortstoredton-
line.tIntsum,tatgoodtpasswordtshouldtbetcomplextbuttneverthelessteasyttotremembert(Burnett,t2002).tAtgoodtpasswor

dtshouldtalsotbetlongtandtconsisttoftletters,tnumbers,tandtsymbols.tIttshouldtlettthetuserttypetquicklytwithtfewterrorst(
Burnett,t2002).tMosttimportantly,tatgoodtpasswordtshouldtappeartrandomtyettbetfamiliartandtmeaningfulttotthetusert(

Burnett,t2002).tThetbesttpasswordtpolicytistthetonetthattenablestthetuserttotcreatetthesetpasswordst(Burnett,t2002).tH
owever,tthetrecommendationstoftmosttpasswordtpoliciestaretnottalwaystpracticedtbytuserstortenforcedt(B.DawnMedli

nt&tCazier,t2005). 

1.5tHowtSecuretAretPasswords?t 

Thetmeasuretoftdisordertistcalledtentropyt(Schneier,t2000).tIntothertwords,tthetmoretentropiedtsomethingtis,tthetmore
tuncertaintyttheretistintthattparticulartthingt(Schneier,t2000).tFortinstance,tiftwetchoosetatrandomtpersontfromtanytpo

pulation,twetwilltchooseteithertmaletortfemalet(Schneier,t2000).tThattindicatestthattthetgendertvariablethastonetbittoft
entropyt(Schneier,t2000).tMosttpeopletwhotcreatetcryptographictalgorithmstconsidert128tbitsttotbetstrongt(Schneier,t2
000);thowever,tthististnottthetsametthingtastentropyt(Schneier,t2000).tThististbecauset128tbitstistnottatmeasuretoftran

domness,tbuttthetkeytlengthtthattmeasurestthetmaximumtamounttoftworktthattathackertortcrackertmusttdottotbreaktthe
talgorithmtandtobtaintthetkeyt(Schneier,t2000).tOnethundredtandttwenty-

eighttbitstindicatestnothingtabouttthetminimumt(Schneier,t2000).tMosttkeystaretgeneratedtfromtpassphrasestortpasswo
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rdst(Schneier,t2000).tAntinformationtsystemtthattacceptst10-
charactertASCIItpasswordsthast80tbitsttotrepresent;thowever,titthastlesstthant80tbitstoftentropyt(Schneier,t2000).tStan
dardtEnglishthastapproximatelyt1.3tbitstoftentropytpertcharactert(Schneier,t2000).tAtpasswordtwitht8tcharactersthastt

hetsametentropytastat32-bittkeytlengtht(Schneier,t2000).tThus,ttotarrivetattat128-bittkeytlength,tantEnglish-
speakingtindividualtwouldtbetrequiredttotusetat98-

charactertpassphraset(Schneier,t2000).tNotably,tWindows’talgorithms,twhichtitstdesignerstconsiderttotbetquitetstrong,
taccepttat128-

bittkeytlengtht(Schneier,t2000).tHowever,tthetentropytintthetpasswordtistfartlowertthantthatt(Schneier,t2000).tPasswor
d-
crackingtsoftwaretwilltnotttryteverytpossibletkeytintordert(Schneier,t2000).tIttwillttrytthetmosttlikelytpasswordtfirsttan

dtthenttrytthetresttbasedtontprobabilityt(Schneier,t2000).tFortinstance,tatbrutetforcetpassword-
tcrackingtsoftwaretintfiguret1twillttrytcommontpasswordstsuchtast“password,”t“admin,”tort“1234”tfirst;tthentittwillttr

ytthetentiretEnglishtdictionary;tandtthentvariedtcapitalization,tnumbers,tandtothertsymbolst(Schneier,t2000).tThetprog
ramtdescribedtintthetprevioustsectiontistcalledtL0phtcrack. 

tAtdictionary-
attacktmethodtsuchtastL0phtcracktusedttotbetdifficulttbecausetcomputerstweretslowt(Schneier,t2000)tbuttistatlotteasie

rtnowtbecausetcomputersttodaytaretmuchtfastertthantthosetintthetpastt(Schneier,t2000).tFortpasswordstwitht7tcharacte
rstintWindowNT,t“L0phtcracktcanttryteverytalphanumerictpasswordtint5.5thours,teverytalphanumerictpasswordtwitht

sometcommontsymbolstint45thours,tandteverytpossibletkeyboardtpasswordtint480thours”t(Schneier,t2000,tp.t137).tM
oreover,tMoore’stLawthastmadetitteasytfortatcrackerttotusetthetbrutetforcetmethodtontlongtentropytkeyst(Schneier,t20

00).tSimultaneously,ttheretistatmaximumttotthetentropytoftpasswordstthattendtuserstcantortaretwillingttotremembert(S
chneier,t2000).tConsideringtthattendtuserstwouldthavettotmemorizetat32-
charactertrandomthexadecimaltstringttothavetatpasswordtequivalentttotat128-

bittkeyt(Schneier,t2000),tittistnottdifficultttotseetwhytmosttpeopleteithertopttfortweakertpasswordstthattaretmoreteasily
tmemorizabletortwritetthemtdown. 

II.tLITRATUREtREVIEWt 

2.1tPasswordtAttributest 

ZvirantandtHagat(1999)tconductedtatsurveytontcomputertuserstattatDepartmenttoftDefensetinstallationtintCalifornia.t

Questionnairestweretreturnedtbyt997tparticipants.tZvirantandtHagat(1999)tobservedtthatt24.9%toftthetrespondentsthad
t6tcharacterstinttheirtpasswords.tZvirantandtHagat(1999)talsotobservedtthatt80.1%toftthetrespondents’tpasswordstcons

istedtoftonlytalphabetictcharacters.tZvirantandtHagat(1999)tobservedtthattmosttuser-
selectedtpasswordstaretderivedtfromtthetcharacteristicstoftpersonaltdetailstmeaningfulttotthetindividual,taretfairlytshor
t,taretmadetuptoftalphanumerictcharacters,taretseldomtchanged,tandtaretfrequentlytwrittentdown.tIntothertwords,tpass

wordstremainteasyttotmemorizetandtsimpletintstructuretandtconstruction.tZvirantandtHagat(1999,tp.179)tobservedtthe
tfollowing:t1.tPasswordtselectiontmethodstaffecttpasswordtmemorizability.t2.tThetincreasedtfrequencytoftchangingtat

password,teventthoughtittincreasestthetleveltoftsecurity,thinderstmemorizability.t3.tThetmoretfrequentlytatpasswordtist
used,tthetlesstoftentittistwrittentdown.t4.tThetmoretatpasswordtistused,tthetlesstdifficulttittisttotremember.t5.tChanging

tpasswordstfrequently,talthoughtnecessaryttotreducetpasswordtpredictability,thinderstrecall.t6.tDifficultytrecallingtatpa
sswordtistrelatedttotatuser'sttendencyttotwritetittdown.t7.tDifficultytrecallingtatpasswordtortwritingtittdowntistnottrelat
edttotatpassword'stlength.t8.tWhethertatpasswordtwastchosenttotmaketitteasyttotrememberthastnotbearingtontwhethert

ittistwrittentdown.tZvirantandtHagat(1999)turgetreplicationtofttheirtfindingstintfuturetresearchttotchallengetthesetfindi
ngstintvarioustusertpopulationstandtorganizationsttotenhancettheirtgeneralizability.t 

2.2tEndtUsertSecurityt 

Whentuserstaretallowedttotselectttheirtowntpasswords,ttheyttendttotselecttpasswordstthattareteasyttotremembertbuttals

oteasyttotcrackt(Adamst&tSasse,t1999).tEndtuserstprefertpasswordstthattaretshort,tsimple,tandtderivedtfromtmeaningf
ultdetailst(Adamst&tSasse,t1999).tLiketZvirantandtHagat(1999),tAdamstandtSasset(1999)tobservedtthattsometuserstcr

eatettheirtpasswordstbasedtontdetailstmeaningfulttotthem.tThistpotentiallytincludestvariationstofttheirtowntortatrelativ
e’stname,tatpet’stname,tstreettaddress,tbirthtdate,tsocialtsecuritytnumber,tetc.t(Adamst&tSasse,t1999).tTheytalsotobser
vedtthattusertknowledgetregardingtsecuretpasswordtcontenttistnottsufficientt(Adamst&tSasse,t1999).tMosttendtuserstd
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otnottknowthowttotcreatetatsecuretpassword,tandttheytdotnottknowthowtserioustittcantbetifttheirtpasswordstaretcompr
omisedt(Adamst&tSasse,t1999).tAdamstandtSasset(1999)tposittthat,twithouttinstructiontfromtITtexperts,tendtuserstoft
entcreatettheirtowntrulestfortinventingtpasswords,twhichtaretthustoftentnottsecure.tPasswordstthattcantbetderivedtfrom

tthetdictionaryt(realtwords)taretextremelyteasyttotcracktfromtathacker’stperspectivet(Adamst&tSasse,t1999).tMosttuse
rstdotnottknowthowtpasswordtcrackingtworkst(Adamst&tSasse,t1999). 

2.3tUsingtPasswordstMultipletTimest 

Althoughtpasswordtthefttistatdangerttotthetinformationtsystemtintwhichtatpasswordtistcompromised,tpasswordtthefttc

antalsotthreatentothertinformationtsystemst(Ives,tWalsh,t&tSchneider,t2004).tBecausetmanytpeoplethavetmultipletpass
word-

protectedtaccountstandttheytoftentreusetidenticaltpasswordstrepeatedly,thackerstcantmoreteasilytgaintaccessttototherta
ccountst(Ivestettal.,t2004)tFortexample,tiftathackertgainstaccessttotatpoorlytprotectedtdepartmentaltfiletservertandtthet
passwordstaretcompromised,tthosetpasswordstcantbetusedttotgaintaccessttotatmoretsecurelytprotectedtcorporatetsyste

mt(Ivestettal.,t2004).tThististreferredttotastat“dominoteffect”t(Ivestettal.,t2004).tAtdominoteffecttistthetresulttoftonetsi
te’stpasswordtfiletbeingtcompromisedtbytathackertwhotthentusestitttotpenetratetothertinformationtsystemst(Ivestettal.,t

2004). 

2.4tOrganizationaltProblemst 

TheretistatmajortgaptbetweentendtuserstandtITtexpertst(Adamst&tSasse,t1999).tEndtuserstdotnottunderstandtsecurityti
ssuestwhereastITtsecuritytdepartmentstdotnottunderstandtendtusers’tperceptions,ttasks,tandtneedst(Adamst&tSasse,t19

99).tThattistwhytITtdepartmentstviewtendtuserstastsecuritytriskstwhotneedttotbetmanagedtandtcontrolled.tUserstmaytb
etperceivedtastthetenemytwithint(Adamst&tSasse,t1999).tConversely,tuserstviewtsecuritytmechanismstastlaborioustov

erheadtthattcantgettintthetwaytofttheirtworkt(Adamst&tSasse,t1999).tAdamstandtSasset(1999)talsotobservedtthattantor
ganizationtsometimestadvocatestthetsharingtoftpasswordsttotmaximizetconveniencetintthetworktprocess. 

2.5tSocialtProblemstSassetettalt(2001) 

tobservedtthattsharingtpasswordstistconsideredtatsigntofttrusttamongtcolleaguestandtfriends.tPeopletwhotaretnottwillin

gttotsharetpasswordstwithtcolleaguestaretregardedtast“untrusting”t(Sassetettal.,t2001).tUserstwhotpracticetsafetcomput
ingtbythavingtstrongtpasswordstaretoftentdescribedtast“paranoid”tort“antisocial”t(Sassetettal.,t2001). 

2.6tMemorizabilityt 

Millert(1956)tindicatestthatthumantshort-termtmemorytcantstoretonlytseventplustortminusttwot(7+/-
t2)tchunkstortamountstoftinformation.tHowever,tthistruletappliesttotinformationtthattmusttbetrecalledtwithouttrehearsa

lt(Hewett,t1999).tInformationtcantbetmemorizedtfortatlongtperiodtiftittistrehearsedt(Hewett,t1999;tNewellt&tSimon,t1
972).tIntaddition,tSasse,tettal.t(2001)tnotetthetfollowing:t•tThethumantmemorytistlimited.t•tHumantmemorytcantdecay

toverttime.t•tFrequentlytusedtpasswordstareteasierttotmemorizetthantlesstfrequentlytusedtpasswords.t•tHumanstcannot
t“forgettontdemand,”twhichtindicatestthattsometitemst(passwords)taretstilltintthetmemoryteventthoughttheytaretnottne

eded.t•tPasswordstthattaretmeaningfultareteasierttotremembertthantnon-
meaningfultpasswords.t•tDifferenttitemstcantbetrelatedttotonetanotherttotassisttrecall.tNonetheless,trelatedtortsimilartit
emstcantcompetetwithtonetanothertfortrecollection.tAdamstandtSasset(1999)tobservedtthattusers’thavingtmanytpassw

ordstcantaffecttthetpasswords’tmemorizability.tWhentuserstaretassignedtatcryptographicallytstrongtpasswordtsuchtast“
Da*3?^43jC”,ttheytwilltforgettit;tthus,ttheyttendttotwritetittdownt(Warkentin,tDavis,t&tBekkering,t2004).tIntaddition,t

currently,tendtuserstmusttrememberttootmanytpasswords.tThetevolutiontoftecommercethastresultedtintatmassivetincre
asetintthetnumbertoftpasswordstrequiredtbytendtuserst(Ivestettal.,t2004).tWhentthetusertcannottrememberteverytpassw
ord,thetortshetwilltgenerallytwritetthemtalltdown,twhich,toftcourse,tistconsideredtantinsecuretpracticetbecausetthetpass

wordstcantbetstolentortlosttmoreteasily. 

2.7tThreetStagestoftMemory 

tAccordingttotHigbeet(2001),ttheretaretthreetstagestoftmemory:t1.tAcquisitiontortencodingtistlearningtortstudyingtthet
materialtintthetfirsttplace,tortastAndersontdefinestit,t“howtatpermanenttrepresentationtoftthetinformationtistencodedtan

dthowtthistrecordtiststrengthened”t(Anderson,t1994,tp.tp.191).tIntthetcasetoftpasswords,tthetacquisitiontprocesstoccurs
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twhentthetuserstconstructtthetpasswordstorttheytaretassignedttotthetuserstintthetfirsttplace.t2.tStoragetistkeepingtthetm
aterialtuntiltittistneeded.tStorage,tortretention,tist“howtthetinformationtistmaintainedtintmemory”t(Anderson,t1994,tp.t
p.191).tIntthetcasetoftpasswords,tthetstoragetprocesstoccurstwhentthetuserstmemorizetthetpasswords.t3.tRetrievaltistid

entifyingtthetmaterialtandtgettingtittbacktouttwhentittistneeded.tRetrievaltist“howtthetinformationtistbroughttouttoftme
morytwhentneeded”t(Anderson,t1994,tp.tp.191).tIntthetcasetoftpasswords,tthetretrievaltprocesstoccurstwhentthetusertr

ecallstthetpasswords. 

2.8tShort-TermtMemoryt 

Intgeneral,tmosttpeopletcannottremembertmoretthant7tdigitst(Higbee,t2001).tAtfewtpeopletcantremembert10tort11tdig
itst(Higbee,t2001),tandtatverytfewtpeopletcantremembertmoretthant11tdigitst(Higbee,t2001).tShort-

termtmemorytrefersttot“howtmanytitemstcantbetperceivedtattonettimetorthowtmuchtatpersontcantconsciouslytpaytatte
ntionttotattonce”t(Higbee,t2001,tp.t19).tIftthetpersontdoestnotthavetatsystematictmannertintwhichttotmemorizetinform
ation,tinformationtstoredintshort-

termtmemorytistforgottentintlesstthant30tsecondst(Higbee,t2001).tThattsuggeststthattwhentatpersontacquiresthistorther
tpassword,tthetdecaytprocesstistalreadytoccurring.tHowever,tthettypicaltmethodtoftpreventingtthististrehearsal,twhicht

cantservettwotpurposes:t1)tittcantretaintthetinformationtintshort-
termtmemorytort2)tittcanthelptpeoplettransfertthetinformationtintotlongtermtmemorytbytgivingtthemttimettotcodetitt(

Higbee,t2001).tThetrehearsaltintthetcasetoftpasswordstistthetfrequencytoftusetandtistatcomponenttoftthettrainingtmenti
onedtintChaptert4. 

2.9tLongtTermtMemoryt 

AccordingttotHigbeet(2001),ttheretaretthreettypestoftlong-

termtmemory:t1.tProceduraltmemory,torthowtonetmemorizesthowttotdotsomethingt(skillstsuchtasttyping);t2.tSemantic
tmemory,torthowtonetmemorizestfactualtinformationt(suchtastmathtequationstortwordtmeanings)tortintourtcase,tpassw
ordtmemorization;t3.tEpisodictmemory,torthowtonetmemorizestpersonalteventst(suchtastatperson’stfirsttdatetortwheret

someonetlearnedtatparticulartequation).tThetfollowingtdiagramtdescribesthowtmemorytworkstandtthetrelationtbetween
tshort-termtandtlong-termtmemorytbasedtontAtkinsontandtShiffrin’sttheory: 

tThetchallengetoftthiststudytisthowttottransfertatpasswordtfromtshort-termtmemoryttotlong-

termtmemory.tTheretaretseveralttechniquestandtstrategiestthattcantaidtintthisttransfer.tThettechniquestandtstrategiestar
etmentionedtintchaptert4. 

2.10tFivetReasonstPeopletForgett(Higbee,t2001) 

t1.tDecay.tMaterialstaretnottused.tIntthetcasetoftpasswords,tforgettingtthetpasswordstistcausedtbytnottusingtthemtortus

ingtthemtinfrequently.t2.tRepression.tUnpleasanttortunacceptabletmemoriestcantbetdeliberatelytforgotten.tIntthetcaset
oftpasswords,tthetuserstmaytsimplytrefusettotmemorizetatpasswordtbecausettheytdotnottliketthetpasswordtpolicytortdo
tnottliketthetassignedtpassword.t3.tDistortion.tPeopletremembertsometthingstthetwayttheytwantttotremembertthem.tInt

thetcasetoftpasswords,tpeopletmaytcreatettheirtowntsystemstoftrememberingtthetpasswords,tandtthosetnewtsystemstm
aytdistortttheirtmemorization.t4.tInterference.tInformationtpeoplethavetlearnedtintthetpasttmaytinterferetwithttheirtme

morytoftsomethingttheythavetlearnedtrecentlyt(proactivetinhibition).tIntthetcasetoftpasswords,toldtpasswordstmaytinte
rferetwithtthetmemorizationtoftatnewtpassword.tInformationtpeoplethavetlearnedtrecentlytmaytinterferetwithttheirtme

morytoftsomethingttheytlearnedtintthetpastt(retroactivetinhibition).tIntthetcasetoftpasswords,tthetnewtpasswordstmayti
nterferetwithtthetrememberingtoftoldtpasswords.t5.tCuetdependency.tMemorytreliestontidentifyingtthetrighttcuettotret
rievetwhattwastmemorized.tIntthetcasetoftpasswords,trecallingtthetpasswordstdependstontidentifyingtthetrighttcues,tsu

chtastquestionstandtanswers,ttotbetablettotrecalltthem. 

2.11tHowtFasttDotPeopletForget?t 

Researchtontmemorytindicatestthattatpersontdoestnottforgettattatsteadytrate,tthattmosttmemorytlosstoccurstaftertlearni
ng;tthetratetoftforgettingtslowstdowntandtlevelstofftasttimetpassest(Higbee,t2001).tHence,tthetlargesttamounttoftwhatt

peopletforgettwilltoccurtshortlytafterttheythavetlearnedtthetinformationt(Higbee,t2001).tThattsuggeststthattthethighestt
ratetoftforgetfulnesstoccurstrighttaftertpeopletacquirettheirtpasswords.tHowever,tthetexceptionttotthetruletistthattmater

ialtthattistlearnedtsystematicallytortthattistextremelytimportanttmaytbetretainedtintthetmemorytfortatlongttimet(Higbee
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,t2001).tConsequently,tiftthetpersontlearnsthowttotremembertthetpasswordtsystematicallytandtiftthetpersontperceivestp
asswordstastimportant,thetortshetwilltbetablettotremembertthemtfortatlongttime. 

2.12tThetBasictFoundationtoftMemorizationt(Higbee,t2001)t 

1.tMeaningfulness.tThetmoretmeaningfultthetmaterialtis,ttheteasiertittwilltbettotlearntandtremember.tInthistexperiment

,tAndersont(1994)tobservedtthatt“subjectsttendttotremembertthetmeaningtoftattexttrathertthantitstexacttwording”t(And
erson,t1994).tFortinstance,twordstgroupedtintotmeaningfultcategoriestareteasierttotremembertthantwordstpresentedtint
meaninglesstorder.t2.tFamiliarity.tThetmoretpeopletknowtabouttatparticulartsubject,ttheteasiertittisttotlearntnewtinfor

mationtabouttit.tIntthetcasetoftpasswords,tthetoldtpasswordtisteasierttotrecalltthantthetnewtpassword.t3tRhymes.tMany
tpeopletusetatrhymettothelptthemtremembertinformation.tAntexampletoftatrhymetistthetAlphabettSongt(“AB-CD-

EFGt.t.t.”).t4.tPatterns.tIftpeopletcantdiscerntatpattern,trule,tortunderlyingtprincipletintthetmaterial,ttheytwilltlikelytbet
ablettotlearntittmoreteasily.tTotrendertinformationtmoretmeaningful,tpatternstservettotchunktthetmaterialtsottheretistle
ssttotremember.tIftpeopletcantseetatpattern,tthentallttheytmusttmemorizetistthetpattern,twhichtwilltallowtthemttotgener

atetthetoriginaltmaterial.t5.tOrganization.tIftthetmaterialtistorganized,tittwilltbeteasierttotmemorize.tThetpositiontoftth
etmaterialtalsotplaystatroletintmemorization.tResearchtindicatestthattthetordertintwhichtitemstaretorganizedtcantaffectt

howteasyttheytarettotlearntandtmemorize. 

6.tAssociation.tAssociationtinvolvestrelatingtwhattpeopletwantttotlearnttotsomethingttheytalreadytknow.tThistmethodt
cantbetaccomplishedtbytanalogy.tFortinstance,tpeopletcantassociatettheirtpasswordstwithtwhatttheytaretalreadytfamilia

rtwithtsuchtastfamiliartnumbers,tdates,tortspecifictevents. 

t7.tRepetition. 

tRepetitiontistthetfrequencytoftusingtthetpasswords.tUserstcantusetthetrepetitiontmethodttotimprovetthetmemorizabilit
ytoftpasswordstbytfrequentlytusingttheirtpasswordstortbytrehearsal. 

III.tRESEARCHtMETHODt 

Thetsurveytwastusedttotanalyzetthetcurrenttcharacteristicstoftusers’tbehaviortintutilizingttheirtpasswords.t 

IV.tFINDINGS 

tThetsurveytwastsentttotexecutivetMBAtstudentstattonetoftthetAACSBtaccreditedtbusinesstschoolstintThailand.tOft90
tstudents,t63trespondedttotthetsurvey.tOftthetrespondents,t46t(73%)tweretfemale,t17t(27%)tweretmale,tandt63%t(40ts
tudents)tweretbetweent26tandt30tyearstold.tNineteentpertcentt(12tstudents)tweretbetweent31-

35tyearstold,tandt37tstudentst(37%)tworkedtfortatprivatetcompany.tSixteentpertcenttweretentrepreneurs,tandt14%twor
kedtfortthetgovernment.tNinety-

fivetpertcenttmentionedtthatttheythadtantaccounttwithtthetinformationtsystemstinttheirtworkplace.tWhentaskedtabouttt
hetnumbertoftcharacterstinttheirtpasswords,tthetmajorityt(29%)thadt8tcharacters,t10%thadt9tcharacters,t15%thadt10tc
haracters,t12%thadt11tcharacters,tandt7%thadtfewertthantseventcharacterstinttheirtpasswords.tOftthetrespondents,t11

%thadtonlytnumberstinttheirtpasswords,t30%thadtbothtcharacterstandtnumberstinttheirtpasswords,tandt17%thadtchara
cters,tnumbers,tandtsymbolstinttheirtpasswords.tWhentaskedthowttheythadtcreatedttheirtpasswords,t33%toftthetrespon

dentstrespondedtthatttheytthoughttoftsometnametortdatetthatthastpersonaltsignificancetfortthemtsuchtastthetnametortbi
rthtdatetoftatfamilytmember.tSomet(28%)tcombinedtentiretortpartialtnames,tdates,twords,tandtnumbersttotcreatetatstri
ngtoftcharacterstthatttheytcouldtremembertsuchtast”Jane2005”tort”mycode7”.tEleventpertcenttmentionedttheytwouldtt

hinktoftatwordtthattisteasyttotremember,tsuchtast”basketball”tort”accounting”.tOnlyt10%tmentionedtthatttheytwouldt
maketupt”nonsense”tstringstoftletters,tnumbers,tandtsymbolstsuchtast”T3%x&W9”tort”GhW4q$p”.tWhentaskedthowt

oftenttheytusedttheirtpasswordsttotlogtinttotthetcompany’stsystems,tmoretthanthalft(65%)tsaidtthatttheytloggedtinttott
hetcompany’stsystemstmanyttimestatday;t18%tonlytloggedtintoncetatday.tWhentaskedthowtmanytsystemsttheytusedt(

othertthanttheirtcompany’stsystem)tthattrequiredtatpassword,t40%treportedtusingt4tsystems,tandt15%treportedtusingtf
ivetsystems.tWhentaskedthowtmanytdistincttpasswordsttheytusedtfortalltsystems,tonlytonetpersontreportedtusingtonlyt
onetpasswordtfortalltsystems,t29%tusedttwotpasswordstfortalltsystems,tandtthetmajorityt(41%)tusedtthreetpasswordstf

ortalltsystems.tWhentaskedtifttheythadtevertusedttheirtcompany’stpasswordstfortanytothertsystems,t50%t(30tusers)tad
mittedttheytusedtcompany’stpasswordstfortothertsystemstsuchtastemail,tsocialtnetworking,tandtothertwebsitetregistrati

on.tWhentaskedtifttheytevertwrotetdownttheirtpasswordstortstoredttheirtpasswordstinttheirtcomputers,t37%t(15tusers)t

http://www.ijirset.com/


International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET) 

            | e-ISSN: 2319-8753, p-ISSN: 2347-6710| www.ijirset.com | Impact Factor: 7.569| 

|| Volume 10, Issue 10, October 2021 || 

| DOI:10.15680/IJIRSET.2021.1010096| 

 

IJIRSET © 2021                                                     |     An ISO 9001:2008 Certified Journal   |                                                 13971 

 

admittedtwritingtdowntortstoringttheirtpasswordstintthetcomputer.tIntaddition,twhentaskedtiftanyonetelsetusedttheirtw
rittentpasswords,t28%t(17tusers)tadmittedtallowingtothertpeoplettotusettheirtwrittentpasswords.tNearlythalft(43%)tad
mittedtthatttheythavetsharedttheirtcompany’stpasswordstwithtfriendstortcolleagues;t42%toftthetuserstreportedtchangin

gttheirtcompany’stpasswordstbecausettheytsuspectedtthattthetpasswordsthadtbeentcompromisedtortguessedtbytsomeon
etelse. 

tWhentaskedthowtoftenttheytchangedttheirtpasswords,tmoretthanthalft(51%)treportedtnevertchangingttheirtpasswords,

tandt23%treportedtchangingttheirtpasswordsteverytthreetmonths. 

V.tDISCUSSIONt 

Passwordstaretstilltonetoftthetweakesttlinkstintinformationtsystemstbecausetpeopletusetweaktpasswords.tAccordingttot
thetsurvey,tnearlyteightytpercenttoftusersthavetfewertthanttentcharacterstinttheirtpasswords,tandtmoretthanthalftoftthet

respondentstreportedthavingtonlytcharacterstinttheirtpasswords.tWithtthetcurrenttpassword-
crackingtsoftware,tthesetpasswordstareteasyttotcracktintatmattertoftseconds.tThetresultstoftthiststudytalsotshowtthattpe

opletoftentcreatetpasswordstbasedtonttheirtpersonaltinformationtsuchtastbirthdates,tcitizentid,ttelephonetnumber,tandtf
amilytmembers’tnames.tThesetpasswordstcantbeteasilytguessedtbytfriendstandtcolleagues.tAnothertproblemtthattItobs
ervedtintthetresultstoftthiststudytistpeopletoftentreusetpasswords.tNearlyteveryonetintthetstudytreportedtthatttheythave

tonlytbetweenttwotandtthreetpasswordsttotaccessteverytaccount.tThistcantleadttotthetdominoteffecttproblemtintwhichtt
hethackertcantgaintaccesstusingtonetpasswordtandtthentusetthetsametpasswordstfortothertaccounts.tSometimes,tthetha

ckerstdotnotteventneedttothacktthetpassword.tTheytcantsettuptatwebsitetandtasktusersttotregistertwithtatusernametandt
password.tSometpeopletwilltreusetthetsametpasswordtthatttheytusetwithtothertaccountstsuchtastemail,ttheirtcompany’s
tsystems,tandte-

bankingtaccounts.tOncetthethackerthastatuser’stpassword,thetortshetcantusetthetsametpasswordtwithtothertsystemstinc
ludingtusers’temailtandte-

Bankingtaccount.tIntthiststudy,tthetresultstpresenttthetcontrasttbetweentstrongtpasswordstandtmemorization.tMillert(1
956)tpositstthatthumantshort-

termtmemorytcantstoretonlytseventplustortminusttwotchunkstoftinformationt(Miller,t1956),tandtunlesstatpersontdevel
opstatsystematictwayttotmemorizetthattinformation,tittwilltbetforgottentintlesstthant30tsecondst(Higbee,t2001).tThistfi
ndingtistconsistenttwithtthetresearchtdocumentstusedtintcreatingtthetstudy,tindicatingtthattthetlongertatpasswordtis,tthe

tmoretdifficulttittisttotremembert(Sassetettal.,t2001;tSchneier,t2000;tWarkentintettal.,t2004;tZvirant&tHaga,t1999).tW
hentthetuserstcannottmemorizetthetpasswords,tthetsolutiontistfortthemttotwritetthetpasswordstdown.tIntthiststudy,tnear

lythalftoftthetrespondentstindicatedtthatttheytwrotetdownttheirtpasswordsttotaidttheirtpasswordtmemorizability.tSharin
gtpasswordstistcommontpracticetintIStorganizationst(Sassetettal.,t2001).tPasswordstaretsupposedttotbetsecret;tthus,tsh
aringtthemtdefeatstthetpurposetofthavingtthem,tmakingtittnextttotimpossiblettotverifytwhotthetuserstaretintthetsystemt

orttotaccounttfortwhattwenttwrongtwithtthetsystemt(Sassetettal.,t2001).tThetmaintreasontuserstsharettheirtpasswordsti
stfortconvenience.tIntthiststudy,tthetresultstindicatetthattnearlythalft(43%)tadmittedtthatttheythavetsharedtcompanytpa

sswordstwithtfriendstortcolleagues.tFinally,tthetresultstindicatetthattmosttuserstnevertchangettheirtpasswords.tThistcan
tcreatetatserioustproblemtbecausetmosttuserstdotnottknowtifttheirtpasswordsthavetalreadytbeentcompromised.tThethac
kertcantusetcompromisedtpasswordsttotaccesstusers’taccountstwithouttthetusers’tknowledge. 

VI. CONCLUSION 

Passwordstaretthetfirsttlinetoftdefensetintanytinformationtsystem;thowever,ttheirtimportancethastbeentignoredtbytboth
tpractitionerstandtresearchers.tThetliteraturetrelatedttotpasswordtsecuritytindicatestthattatstrongtpasswordtthattistlong,t
complicated,tandtnottderivedtfromtpersonal,tmeaningfultdetailstistdifficultttotremembertandtweaktpasswordstthattarets

hort,tsimple,tandtderivedtfromtpersonal,tmeaningfultdetailstareteasyttotremembert(Schneier,t2000;tWarkentintettal.,t2
004;tZvirant&tHaga,t1999).tWhentuserstcannottmemorizetatpassword,tthetsolutiontisttotwritetittdownt(Sassetettal.,t20

01;tSchneier,t2000;tZvirant&tHaga,t1999).tAtwrittentpasswordtcantbetlosttortstolen.tIntaddition,twhentuserstcannottm
emorizetnumeroustpasswords,ttheytoftentreusetthetsametpasswordtmultiplettimes.tIfthackerstcantgaintaccessttotonetac
count,ttheytmaytbetablettotgaintaccessttotothertaccountst(Ivestettal.,t2004).tMemorytliteraturetindicatestthatthumansth

avetatlimitedtcapacitytfortmemorizingtinformationt(Higbee,t2001;tMiller,t1956).tInformationtstoredtintlong-
termtmemorytcantbetmemorizedtfortatlongertperiodtthantinformationtstoredtintshort-

termtmemoryt(Higbee,t2001).tThetfindingstoftthiststudytsupporttprevioustfindingstintthetliteraturetthattendtuserstuset
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weaktpasswords.tThetmajoritytoftuserstwritetdownttheirtpasswords.tMosttuserstreusetatpasswordtfortmultipletaccount
s.tMosttuserstsharettheirtpasswordstandtnevertchangetthem.tITtsecuritytmusttdeveloptbothttechnicaltandtpolicytsolutio
nsttotaddresstthetproblemstoftusers’tbehaviortintutilizingtpasswords;totherwise,tpasswordstwilltcontinuettotbetatweakt

linktintinformationtsystems. 
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